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WHY IS SECURITY SO
IMPORTANT TO US?

Because it's important to you.

INNIO’s Digital Solutions: myPlant cybersecurity
policies to keep your operations secure

INNIO gives your industrial assets a digital life with Jenbacher myPlant Performance - our Asset Performance
Management solution. Now you can take your engine data with you wherever you go, knowing that our strong
protective cybersecurity policies will help keep your operations secure throughout your Jenbacher

engines’ lifetime.

(...)‘ What is transferred to Jenbacher’'s myPlant Performance?
Only the essential data is transferred.

- To give you the insights you need on your industrial assets’ operation, we transfer operational data from control
systems (such as voltages and engine state) and notification data (such as messages, warnings and alarms).

- Personal data is not transferred; however, your name and email are required to create the myPlant user account
that allows access to your engine data.

(;’\ Is my data protected? Yes, your data is protected.

- Alltransferred data is fully encrypted and protected. It is transmitted end-to-end through the Internet-standard
HTTPS protocol, which provides encryption via Transport Layer Security* (TLS).

- Jenbacher security experts maintain and operate the security infrastructure with strict software standards and
technologies that are implemented and enforced across the entire system.

- Acloud-based Web Application Firewall (WAF) continuously protects your data against common web-based attacks.

- Access to the myPlant Performance system is strictly controlled and managed by selected technical support
personnel or administrators.

’é\ Is access to my Jenbacher engine control system protected?
( We protect access with multiple security measures.

- Additional credentials with independent restrictions are required when the DIANE control system is accessed remotely.

- We track any remote access activity to protect your control system from unauthorized access.

- Our hosting infrastructure setup allows customers to restrict connections to a minimum and implement
state-of-the-art traffic controls.

- For even more protection against unauthorized access, we offer an optional two-factor authorization process.
This means that any remote access attempt must be approved by onsite personnel before a connection can be
established.
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YOUR POWER. YOUR DATA. IN YOUR HANDS.

Our comprehensive security model

How we have built the security architecture to protect your data
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Scan the QR code and listen to
Nikolaus Brunner, our Product
Cybersecurity Leader, how we at
INNIO embrace cybersecurity — so
you can put your focus on your
core business.

INNIO is a leading energy solution and service provider that empowers
industries and communities to make sustainable energy work today. With
our product brands Jenbacher and Waukesha and our digital platform
myPlant, we offer innovative solutions for the power generation and
compression segments that help industries and communities generate
and manage energy sustainably while navigating the fast-changing
landscape of traditional and green energy sources. INNIO is individual in
scope, but global in scale. With our flexible, scalable, and resilient energy
solutions and services, we enable our customers to manage the energy
transition along the energy value chain wherever they are in their
transition journey.

INNIO is headquartered in Jenbach (Austria), with other primary
operations in Waukesha (Wisconsin, US.) and Welland (Ontario, Canada).
A team of more than 4,000 experts provides life-cycle support to the
more than 55,000 delivered engines globally through a service network
in more than 100 countries.

INNIO’s improved ESG Risk Rating again secures the number one position
across more than 500 companies globally in the machinery industry
assessed by Sustainalytics.

For more information, visit the myPlant website at www.myplant.io
or the Jenbacher myPlant Performance website at

www.jenbacher.com/myplant-performance Akl
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